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1.

Introduction:

1.1.

1.2.

The internet and associated devices, such as computers, tablets, mobile phones and games

consoles, are an important part of everyday life. However, these modern technologies have

created a landscape of challenges and dangers that is constantly changing. In order to ensure

that our schools provide a safe environment for learning, we adhere to the following principles:

¢ Online safety is an essential part of safeguarding, and we have a duty to ensure that all
pupils and staff are protected from potential harm online.

¢ Online safety education is an important preparation for life. Pupils should be empowered to
build resilience and to develop strategies to prevent, manage and respond to risk online.

The issues classified within online safety are considerable, but can be broadly categorised into

four areas of risk:

e Content: being exposed to illegal, inappropriate or harmful material; for example,
pornography, racist or radical and extremist views, and in some respects fake news.

e Contact: being subjected to harmful online interaction with other users; for example, children
can be contacted by bullies or people who groom or seek to abuse them.

e Commercial exploitation: for example, young people can be unaware of hidden costs and
advertising in apps, games and websites.

e Conduct: personal online behaviour that increases the likelihood of, or causes, harm; for
example, making, sending and receiving explicit images, or online bullying.

2. Scope of the Policy:

3.

2.1.

2.2.

2.3.

2.4.

This policy applies to all members of the Trust community: staff, pupils, parents and carers,
governors, trustees, members, volunteers, visitors and those members of the wider community
who use school systems.

For the purpose of this policy, online encompasses e-safety, internet technologies, electronic
forms of communication such as mobile phones, tablets, and other digitally connected devices
such as watches.

The Education and Inspection Act 2006 empowers Headteachers (as is reasonable) to regulate
the behaviour of pupils when they are off the school site and to impose sanctions for
inappropriate behaviour (schools will do this in collaboration with parents and carers). This is
pertinent to incidents such as cyber-bullying and inappropriate use of social networking which
take place out of school but are linked to membership of it. It also applies to both staff and to
pupils and to the use of technology for remote, online learning and working.

This policy is inclusive of both fixed and mobile Internet; technologies provided by schools such
as PCs, laptops, tablets, smart TVs, digital video equipment and technologies owned by pupils,
staff and other adults, but brought onto school premises such as laptops, mobile phones,
portable media players and smart watches.

Aims:

3.1.

3.2.

3.3.

3.4.

To educate our school community on their rights and responsibilities with the use of technology
so that they can stay safe when engaging in internet / online / electronic-based activity.

To build an infrastructure and a culture of online safety which identifies and mitigates the risks
so that our community and our network systems are protected.

To establish clear mechanisms to identify, intervene, manage and escalate online safety
incidents.

To promote through education the use of technology as an essential tool for life-long learning.

4. Legal and statutory framework:
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4.1. This policy is rooted in the DfE Statutory Safeguarding Guidance (Keeping Children Safe in
Education) with specific regard to:

Teaching Online Safety in Schools

Preventing and tackling bullying and cyber-bullying

Relationships and sex education

Searching, screening and confiscation

4.2. This policy also refers to the DfE’s guidance on Protecting Children from Radicalism (Prevent
Duty).

4.3. This policy reflects existing education legislation but not limited to:
e Education Act 1996

Education and Inspection Act 2006

Equality Act 2010

Education Act 2011

National Curriculum Programmes of Study for Computing

4.4. This policy should be read in conjunction with other school and trust policies but not exclusively:
Child Protection and Safeguarding Policy

Staff Code of Conduct

Against Bullying Policies

Behaviour Policies

Suspensions and Permanent Exclusion Policy
Confidential Reporting (Whistle Blowing) Policy
Data Protection Policy

Exams Policy

Bring your Own Devices (BYOD)

Remote Learning Policy

Virtual Meeting Policy

Privacy Notices

Critical Incident Plans

5. Monitoring and Review of the policy:
5.1. Trust schools will monitor the impact and effectiveness of this policy using a range of
information such as:

Logs of reported incidents

Monitoring logs of internet activity (including sites visited), filtering and on-device monitoring
Internal monitoring of the people using trust networks and the trust network systems
Surveys & feedback: students / pupils, staff, governors, trustees, volunteers, parents / carers
Feedback from key personnel such as the Trust Digital Development Lead (DDL), Data
Protection Officer (DPO), Designated Safeguarding Leads (DSLs), the School Online Safety
Lead (SOSL) - if a separate role to the DSL.

5.2. Each Local Governing Body (LGB) will ensure that the operation of the policy in their school
setting is reviewed at least annually.

5.3. Ensure that there is a named member of staff with day-to-day responsibility for online safety.
The named SOSL should have both a background in child welfare and safeguarding and have
good knowledge and understanding of new technologies. The DSL is likely to be best placed
to fulfil this role.
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6. Roles and Responsibilities:

Role Responsibility
The Trust e Approve the Trust Online Safety Policy
Board
Local e Recommend the policy to the Trust Board for approval
Governing » Monitor the effectiveness and operation of the Online Safety Policy
Bodies . , : . ,
e Delegate a governor to act as Online Safety link which can be incorporated into
the Safeguarding Link Governor role.
¢ Online Safety Governor works with the Online Safety Lead to carry out regular
monitoring and report to LGB
o Verify that the filtering, monitoring and or supervision systems are in place to
identify children accessing or trying to access harmful and inappropriate
content online
Headteacher e Ensure that all staff receive suitable Continuous Professional and Leadership
and Senior Development (CPLD) to fulfil their responsibilities in terms of keeping children
Leaders safe online

Create a culture where staff and learners feel able to report incidents

Ensure that the Digital Development Lead (DDL) is notified as soon as
possible following a report of any suspected online misuse or issue

Ensure that there is a progressive Online Safety curriculum in place
Ensure that there is a system in place for monitoring Online Safety

Follow correct procedure in the event of a serious Online Safety allegation
being made against a member of staff or pupil

Inform the CEO about any serious Online Safety issues and make the
necessary referral to external agencies such as the LA

Ensure that the school infrastructure and network is as safe and secure as
possible

Ensure that policies and procedures approved within this policy are
implemented

Use an audit to annually review Online Safety with the Trust DDL

Work with the DSL, SOSL Lead (if a separate role), DDL and DPO to ensure
that the school’'s Remote and Online Learning provision meets safeguarding
and online safety requirements

School Online
Safety Lead
(SOSL)

Establish and lead the school’s online safety group which should have
technological, safeguarding and welfare expertise, as well as representation
from the wider school community (including pupils)

Use the group to gather feedback on the efficacy of the online education
programme

Work in conjunction with and on the technical advice from the DDL

Ensure that the Digital Development Lead (DDL) is notified as soon as possible
following a report of any suspected online misuse or issue
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Role

Responsibility

Engage regularly with the DDL to discuss current issues, review incident logs
and filtering controls

Take day to day responsibility for online safety issues and take a leading role
in contributing to and reviewing online safety policy, procedures and supporting
documents

Work with curriculum leaders to deliver Online Safety and to reinforce and
extend learning within specialist subjects like Computing.

Work with the DSL, Headteacher, DDL and DPO to ensure that the remote and
online learning meets safeguarding and online safety requirements

Attend updates, subscribe to appropriate newsletters and liaise with the Local
Authority, the trust, trust technical staff and other relevant professionals

Meet with Senior Leadership Team and Online Safety Governor to regularly
discuss incidents and developments

Designated
Safeguarding
Lead (DSL)

Irrespective of whether the DSL also fulfils the role of the School Online Safety
Lead (SOSL), they should be trained in online safety issues and be aware of the
potential for serious child protection and safeguarding issues which arise from:

Sharing of personal data

access to illegal or inappropriate materials
inappropriate on-line contact with adults or strangers
potential or actual incidents of grooming
online-bullying

Maintain an awareness of how online activity is filtered and safeguarded by the
school/trust.

Digital
Development
Lead (DDL)

In conjunction with the Chief Financial Officer (CFO) and Trust IT Team, the DDL
will ensure that:

Each trust school’s technical infrastructure is secure and is not open to misuse
or malicious attack

Each trust school meets the required online safety technical requirements.

Users may only access the networks and devices through a properly enforced
password protection system

An appropriate filtering policy is applied and updated on a regular basis and
implemented and designed in conjunction with safeguarding leads

Online/Remote learning platforms meet safeguarding and online safety
requirements

They keep up to date with online safety technical information in order to
effectively carry out their online safety role and to inform and update others as
relevant

Regularly monitor the use of networks/internet/digital technologies in order
that any misuse or attempted misuse can be identified and is reported to the
Headteacher, DSL and SOSL.

Monitoring software and online safety systems are updated regularly, and
contracts are reviewed annually in conjunction with the Trust's CFO
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Role

Responsibility

Ensure monitoring systems are implemented and updated

Ensure all critical and security updates are applied in a timely manner
(including applications, operating systems and antivirus definitions etc)

All Teaching
and Support
Staff

Are responsible for ensuring that:

They have an up to date awareness of online safety matters and of the current
school and trust safety policy and practices

Participate in any training and awareness raising sessions

They have read, understood and signed the Staff Acceptable Use Policy (AUP)
They follow trust policy in relation to their own online behaviour as set out in
the Staff Code of Conduct

They demonstrate consistently high standards of personal and professional
conduct especially in relation to use of social networks, making sure that these
are in line our ethos and values, including at the time of a Critical Incident
They model safe, positive and purposeful use of technology

They report in a timely manner any suspected misuse or issue to the
Headteacher, CFO or DSL

All digital communications with members of the school and trust community is
professional and only carried out using agreed official systems

Trust email accounts should only be used for professional, work-based
communication.

Online safety issues are embedded in all aspects of the curriculum and other
activities and they remain vigilant to potential misuse

Children understand and follow the trust’s online safety and acceptable use
policies

Children have a good understanding of research skills and the need to avoid
plagiarism and uphold copyright regulations

They monitor the use of digital technologies, mobile devices, cameras, etc. in
lessons and other school activities (where allowed) and adhere to school
policy regarding these devices

In lessons, including remote and online provision, where internet use is pre-
planned children should only be guided to sites which have been pre-checked
as suitable for their use

Children understand what action they must take to keep themselves safe if
they find unsuitable material when undertaking research online

Our Children

Need to:

Read, understand and sign a copy of the AUP (when age-appropriate)

Use the school network, digital technology systems and associated equipment
in accordance with the AUP

Understand that access to the Internet at school can be suspended in the
event of misconduct

Understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so

Online Safety Policy — April 2026 5




Role Responsibility

e Know and understand policies on the use of mobile devices, digital cameras
and other portable technology. They should also know and understand policies
on the taking and using of images and online (cyber) bullying.

e Understand the importance of adopting good online safety practice when using
digital technologies out of school and be clear that the trust online safety policy
covers their actions out of school

e Understand how to stay safe online at all times even when working remotely
from home

e Have a good understanding of research skills and the need to avoid plagiarism
and uphold copyright regulations

e Check with their teacher before using any Al tools for schoolwork

e Know and understand our exams policy and JCQ guidance on the use of Al in
Assessments

e Make informed and positive choices when using technology in school and
outside school, considering the effect on themselves and others

Parents & e Endorse (by signature) the Pupil AUP where required.

Carers « Discuss appropriate, healthy, safe use of technology and Online Safety issues

with their child and monitor their home use of technology (including tablets,
mobile phones and games devices) and the internet

e Keep up to date with issues through a range of different ways - school
newsletters, attending information evenings, school websites, social media
and information about national and local online safety campaigns

e Support their child in undertaking online / remote learning
¢ Inform the school of any online safety concerns
e Use formal channels to raise matters of concern about their child’s education

e Maintain responsible standards when referring to the school and the trust on
social media

Community e Sign and follow an AUP before being provided with access to school systems

Users o Demonstrate appropriate standards of personal and professional conduct in

line with the AUP

e Where required, use a dedicated school or trust email account for
correspondence relating to their role

e.g. Governors

7. Education of pupils:
7.1. Pupils will be taught about online safety including cyber-crime in a planned and progressive
way as part of the school’s broad and balanced curriculum.

7.2. Online safety will be embedded throughout the school curriculum which means that the
knowledge, skills and confidence of pupils on issues related to online safety are planned into
all relevant school lessons such as PHSE, computing and Sex and Relationships Education
(RSE).

7.3. From September 2020 all schools are required to teach Relationships and Sex Education (RSE)

which incorporates aspects about online safety. In primary schools that is Relationships and
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Health Education and in secondary schools it is Relationship and Sex Education and Health
Education. In RSE the following is stipulated:

By the end of primary school, pupils will know:

v That people sometimes behave differently online, including by pretending to be someone
they are not

v’ That the same principles apply to online relationships as to face-to-face relationships, the
importance of respect for others online including when we are anonymous

v’ The rules and principles for keeping safe online, how to recognise risks, harmful content and
contact, and how to report them

v'How to critically consider their online friendships and sources of information including
awareness of the risks associated with people they have never met

v How information and data is shared and used online

v'How to respond safely and appropriately to adults they may encounter (in all contexts,
including online) whom they do not know

By the end of secondary school, pupils will know:

v’ Their rights, responsibilities and opportunities online, that the same expectations of behaviour
apply in all contexts, including online

v' About online risks, including that any material someone provides to another has the potential
to be shared online and the difficulty of removing potentially compromising material placed
online

v Not to provide material to others that they would not want shared further and not to share
personal material which is sent to them

v What to do and where to get support to report material or manage issues online

v’ The impact of viewing harmful content

v’ That specifically sexually explicit material (e.g. pornography) presents a distorted picture of
sexual behaviours, can damage the way people see themselves in relation to others and
negatively affect how they behave towards sexual partners

v’ That sharing and viewing indecent images of children (including those created by children) is
a criminal offence which carries severe penalties including jail

v How information and data is generated, collected, shared and used online

v How to identify harmful behaviours online (including bullying, abuse or harassment) and how
to report, or find support, if they have been affected by those behaviours

7.4. Trust schools will incorporate national initiatives such as ‘anti-bullying week’ alongside
resources from external providers to complement their online education programme. This may
include visiting speakers for assemblies, presentations etc.

7.5. Resources used will be appropriate, up-to-date and accessible to pupils of different ages and
abilities such as pupils with Special Educational Needs and Disabilities (SEND) or those with
English as an additional language (EAL).

7.6. The online education programme offered by our schools should enable pupils to recall, explain
and actively use online safety education.

7.7. The online education programme offered by our schools will ensure that pupils know what
cyber-crime is, and how to prevent becoming a victim of it. Where pupils involve themselves
with, or perpetrate, cyber-crime such as attempting to hack the school’s network or IT system,
the school’s behaviour policy will be applied and a referral will be made to the Police ‘Cyber
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Choices’ network. Details on how to make a referral can be found here:
https://www.eastmidlandscybersecure.co.uk.

7.8. Our schools will also follow the National Curriculum Computing Programmes of Study which
sets out the following:

In Key Stage 1, pupils will be taught to:

v Use technology safely and respectfully, keeping personal information private

v Identify where to go for help and support when they have concerns about content or contact
on the internet or other online technologies

In Key Stage 2, pupils will be taught to:

v’ Use technology safely, respectfully and responsibly

v"Recognise acceptable and unacceptable behaviour

v’ Identify a range of ways to report concerns about content and contact

In Key Stage 3, pupils will be taught to:

v"Understand a range of ways to use technology safely, respectfully, responsibly and securely,
including protecting their online identity and privacy

v'Recognise inappropriate content, contact and conduct, and know how to report concerns

In Key Stage 4, pupils will be taught:

v To understand how changes in technology affect safety, including new ways to protect their
online privacy and identity

v"How to report a range of concerns

7.9 Key Stage 5 pupils (sixth form) are not mentioned by the National Curriculum Computing
Programmes of Study, however, for completeness the following topics are taught as part of Y12
and Y13 PSHE:

e To recognise the strategies involved with online blackmail, and how to avoid them

e How to identify the warning signs of online grooming and the importance of protecting
online identity

¢ Identify what to do when faced with abusive, controlling & coercive behaviour and where
to seek help

Education and information for parents and carers:

7.9. Parents and carers play a crucial role in ensuring that their children understand the need to use
the internet and mobile devices in an appropriate and safe way.

7.10. Some parents and carers lack confidence in technology and digital media which limits
their ability to support their children in dealing with online risks. Research has shown that
supporting and enabling parents and carers has more impact than parental strategies to restrict
or monitor internet use.

7.11. Our schools will take every opportunity to help parents and carers understand the issues
through a range of different ways including information evenings, newsletters, school websites,
social media and signposting to information about national and local online safety campaigns.
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7.12. Parents and carers will be encouraged to support the school in promoting good online
safety practice and to follow guidelines on areas like the appropriate use of digital and video
images taken at school events.

8. Training for staff, governors and trustees:
8.1. It is essential that all staff, governors and trustees receive online safety training and understand
their responsibilities, as outlined in this policy.

8.2. A planned programme of formal online safety training will be made available to staff. This will
be regularly updated and reinforced.

8.3. Staff will receive annual safeguarding training.

8.4. All new staff receive online safety training as part of their induction programme, ensuring that
they fully understand the trust’s online education policy, school procedures and AUP.

8.5. The SOSL will provide updates, advice and organise training for staff, governors and trustees.

8.6. Although staff can identify training needs as part of the annual appraisal process, they should
liaise with the SOSL and DSL if a CPLD need arises mid cycle in relation to online safety and
safeguarding.

8.7. The staff Code of Conduct provides further advice and guidance regarding the use of social
networking and electronic communication with young people in our care.

8.8. All staff are aware of and follow the DfE guidance Teaching online safety in school 2019
(updated 12-01-2023) to ensure our children understand how to stay safe and behave online
as part of existing curriculum requirements. We also make use of UKCIS Education for a
connected world framework

9. Staff using school devices outside of work:

9.1. Staff members must ensure that their work device is secure, and password protected and that
they do not share their password with others. They should take all reasonable steps to ensure
the security of their work device when using it outside school, including travelling to and from
work. All portable devices (phones, tablets, laptops, USB sticks etc) used by staff to access or
store work data must be encrypted.

9.2. Staff members using a school device outside work must not install any unauthorised software
on the device and must not use the device in any way which would violate the AUP. This
includes activity that is contrary to trust and school policy and to the law.

9.3. Where a staff member misuses the school network or IT system, or misuses a personal device
where the action constitutes misconduct, the matter will be dealt with under the trust’s
Disciplinary Policy.

9.4. School devices should be primarily used for activities relating to work.
9.5. If staff have any concerns about security of their work device, they must seek advice from DDL.

10.Use of social media e.g. YouTube, Facebook, Twitter, blogging and personal publishing:
10.1. Our trust recognises the value of using social media to promote and share the work of
schools, to enhance learning and to communicate.

10.2. Our trust has a duty of care to provide a safe learning environment for pupils and staff.
Schools could be held responsible, indirectly, for acts of their employees in the course of their
employment. Staff members who harass, engage in online bullying, discriminate on the
grounds of sex, race or disability or who defame a third party may render the school or our trust
liable to the injured party.

10.3. School and workstream leaders should take reasonable steps to minimise risk of harm to
pupils, staff and to the school and trust itself. These include:
e Ensuring that personal information is not published
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¢ Providing training such as on acceptable use; social media risks; checking of settings; data
protection; reporting issues

e Having clear reporting guidance, including responsibilities, procedures and sanctions
e Being aware of the risks and having a risk assessment, including legal risk

e Ensuring that school staff do not make reference in social media to pupils, parents or carers
or other school staff without explicit consent

e Making sure that staff do not engage in online discussion on personal matters relating to
members of the school community

e Encouraging staff to regularly check security settings on personal social media profiles
¢ Monitoring the internet for public postings about the trust and our schools

e Have in place a system for the school to be able to effectively respond to social media
comments

11.The use of official school and trust social media accounts:

11.1. Trust schools need to have in place a system for approval of official social media accounts
which includes clear processes for administration and monitoring of these accounts. Best
practice dictates that at least two members of staff should be involved and one of them should
be a Senior Leader.

11.2. Anyone establishing a social media account needs to sign an Acceptable Use Policy
which should set out their responsibilities as the account holder.

11.3. Anyone establishing a social media account needs to understand how to report and deal
with online abuse and misuse.

11.4. Our trust will proactively register a branded account for the trust and each member school
with new and existing mainstream social media platforms to deter impersonation by others

12.Child on Child Abuse:

12.1. All members of staff should be made aware that children can abuse other children (child
on child abuse). This abuse may include Cyber-bullying, sexting and sexual harassment (up-
skirting). These activities may be standalone or part of a wider patter of harassment and
bullying.

12.2. Cyber-bullying takes place online, such as through social networking sites, messaging
apps or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one
person or group by another person or group, where the relationship involves an imbalance of
power.

12.3. Trust schools will follow UKCIS advice on how to respond to any sexting incident. Any
device which has an illegal image of a child under 18 or is suspected of having such an image,
will be secured and switched off. It should then be reported to the DSL who will follow the
trust’s safeguarding and child protection policy.

12.4. All staff should be made aware that sexual harassment can occur between children of
any age and sex and can include online harassment and / or sexual violence and can include:
e non-consensual sharing of sexual images and videos
e sexualised online bullying
¢ unwanted sexual comments and messages, including on social media
e sexual exploitation; coercion and threats

e up-skirting

12.5. Staff should be made aware what up-skirting is and that it is illegal. Any incident of sexual
harassment will be taken seriously, and schools should ensure that it is reported immediately to
their DSL.
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13.Examining electronic devices:

13.1. School staff have the specific power under the Education and Inspections Act 2006
(which has been increased by the Education Act 2011) to search for and, if necessary, delete
inappropriate images or files on pupils’ electronic devices, including laptops, mobile phones,
and other tablet devices, where they believe there is a ‘good reason’ to do so.

13.2. When deciding whether there is a good reason to examine or erase data or files on an
electronic device, staff must reasonably suspect that the data or file in question has been, or
could be, used to:

» Cause harm, and / or
» Disrupt teaching, and / or
» Break school rules

13.3. If inappropriate material is found on the device, it is up to the Headteacher in conjunction with
the DSL to decide whether to: Delete that material, retain it as evidence (of a criminal offence
or a breach of school discipline), and / or report it to the police.

13.4. Any searching of pupils will be carried out in line with the DfE’s latest guidance on screening,
searching and confiscation.

13.5. Any complaints about searching for or deleting inappropriate images or files on pupils’
electronic devices will be dealt with through the trust’s complaints procedure.

14.Prevent Duties:
14.1. Our schools are committed to working to ensure that children are safe from terrorist and
extremist material when accessing the internet on the school premises.

14.2. Our schools will ensure that appropriate levels of filtering are in place through a
managed filtering service which includes terms related to terrorism. Appropriate monitoring
of internet should identify attempts to access such material.

14.3. Children and staff need to be regularly reminded the importance of reporting
procedures so that action, such as blocking access to sites, can be put in place.
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Education Trust

Social Media Guidance

The following framework is intended as guidance to staff when using social media in a professional
capacity on behalf of a Trust school.

-Prior to creating an account, seek advice from your SLT link/Line Manager and the Digital
Development Lead. We follow (where possible) all active accounts related to our schools on the
trust main accounts.

e For your privacy and protection, keep personal and school accounts separate, consider your
security settings and be aware of the guidance within our Code of Conduct.

e Department accounts are likely to include subject specific information and links such as
professional associations, organisations, published research or news articles. Avoid tagging any
personal accounts, only link to individuals who are published in relation to your topic.

e Group accounts, such as Sixth Form or Alumni, are managed by named individuals. They may be
less formal, however, will still reflect the Trust and school’s professional image. They may contain
more personal news items where consent has been obtained to share information.

e Whole school and trust accounts are likely to be more formal in style. These are to be managed
by the IT team or SLT members and will contain details of school news, vacancies and, when
relevant, closures. They may link to organisations such as CST UK, LEAD Teaching School Hub
and our MAT members, and link to individuals where they are publishing on behalf of the individual
school, including the parents’ association etc.

e Under no circumstances should any school related accounts follow or tag any existing
students.

e When sharing information, satisfy yourself that social media is the most appropriate forum; while
social media is an important tool for reaching a wider audience, remember that MIS-linked
messaging is available for detailed messages and emails can be sent to specific groups.

e Consider the tone of your communications; text, audio and images. Write positively and
professionally. Check spelling and grammar. Avoid expressing an opinion upon politics or religion,
include these topics only if they are relevant to your subject.

e Always check with your school’s management systems if a child’s photo can be shared.

¢ Do not share any work that is examined externally on social media.

e Take care not to include any personal data or reveal information which could lead to safeguarding
concerns, such as reminding a specific group of students about a trip and giving dates, times,
location.

Social media use is encouraged as a vibrant and positive way to communicate. If you wish to create
a social media account for school or trust purposes, please speak to your Headteacher or the CFO in

the first instance.

If you have any queries, ask for support from IT, the CFO or your SLT link/Line Manager.
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Education Trust
Acceptable Use Policy (Foundation Stage/KS1)

These rules have been written to make sure that you stay safe when using the computers and other
IT equipment. By using IT in school, you have agreed to follow these rules. Your teacher will talk to
you about these rules before you take them home to talk through with your parents.

| will be careful when using or carrying equipment
e | will ask a teacher or another adult if | want to use the computers/tablets
e | will only use activities that a teacher or another adult has told or allowed me to use

e | will ask for help from a teacher or another adult if | am not sure what to do or if | think | have done
something wrong

e | will tell a teacher or another adult if | see something that upsets me on the screen
e | will only login using my username and password
e | won't tell other people my password

e | know that if | break the rules | might not be allowed to use a computer/tablet

Name of Pupil:

Group/Class:

Signed:

Date:

Parent/Carer Countersignature:

Parent/Carer Name:

Date:
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Acceptable Use Policy — KS2
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( Horncastle
Education Trust

These rules have been written to make sure that you stay safe when using the computers and other
IT equipment. By using IT in school, you have agreed to follow these rules. Your teacher will talk to
you about these rules before you take them home to talk through with your parents.

When | use devices | must behave responsibly to help keep me and other users safe online and to
look after the devices.

For my own personal safety:

| understand that what | do online will be supervised and monitored and that | may not be allowed
to use devices in school unless | follow these rules and use them responsibly

| will only visit internet sites that adults have told me are safe to visit

| will keep my username and password safe and secure and not share it with anyone else

| will be aware of “stranger danger” when | am online

| will not share personal information about myself or others when online

If I arrange to meet people off-line that | have communicated with online, | will do so in a public
place and take a trusted adult with me

| will immediately tell an adult if | see anything that makes me feel uncomfortable when | see it
online.

| will look after the devices | use, so that the school and everyone there can be safe:

| will handle all the devices carefully and only use them if | have permission

| will not try to alter the settings on any devices or try to install any software or programmes
| will tell an adult if a device is damaged or if anything else goes wrong

| will only use the devices to do things that | am allowed to do

| will think about how my behaviour online might affect other people:

When online, | will act as | expect others to act toward me

| will not copy anyone else’s work or files without legitimate reason and their permission

| will be polite and responsible when | communicate with others and | appreciate that others may
have different opinions to me

| will not take or share images of anyone without their permission

| know that there are other rules that | need to follow:

Where work is protected by copyright, | will not try to download copies (including music and
videos)

When | am using the internet to find information, | should take care to check that the information
is accurate, as | understand that the work of others may not be truthful and may be a deliberate
attempt to mislead me

| should have permission if | use the original work of others in my own work
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| understand that | am responsible for my actions, both in and out of school:

¢ | know that | am expected to follow these rules in school and that | should behave in the same
way when out of school as well

e | understand that if | do not follow these rules, | may be subject to disciplinary action. This could
include loss of access to the school network/internet, detentions, suspensions, parents/carers
contacted and in the event of illegal activities involvement of the police

Acceptable Use Policy — KS2 — Signature Form

Please complete the sections below to show that you have read, understood and agree to the rules
included in this acceptable use agreement. If you do not sign and return this agreement, access will
not be granted to school systems.

| have read and understand the above and agree to follow these guidelines when:

e | use the school systems and devices (both in and out of school)

e | use my own devices in the school (if allowed)

e | am out of school and involved in any online behaviour that might affect the school or other
members of the school

Name of Pupil:

Group/Class:

Signed:

Date:

Parent/Carer Countersignature:

Parent/Carer Name:

Date:
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| understand that | must use school systems in a responsible way, to ensure that there is no risk to
my safety or to the safety and security of the systems and other users.

For my own personal safety:

| understand that the schools will monitor my use of the systems, devices and digital
communications

| will keep my username and password safe and secure — | will not share it, nor will | try to use
any other person’s username and password. | understand that | should not write down or store
a password where it is possible that someone may steal it

| will be aware of “stranger danger”, when | am communicating online

| will not disclose or share personal information about myself or others when online (this could
include names, addresses, email addresses, telephone numbers, age, gender, educational
details, financial details etc.)

If | arrange to meet people offline that | have communicated with online, | will do so in a public
place and take an adult with me

| will immediately report any unpleasant or inappropriate material or messages or anything that
makes me feel uncomfortable when | see it online

| understand that everyone has equal rights to use technology as a resource and:

| understand that the school’s systems and devices are primarily intended for educational use
and that | will not use them for personal or recreational use unless | have permission

| will not try (unless | have permission) to make large downloads or uploads that might take up
internet capacity and prevent other users from being able to carry out their work

| will not use the school’s systems or devices for online gaming, online gambling, internet
shopping, file sharing, or video broadcasting (e.g. YouTube), unless | have permission of a
member of staff to do so

| will act as | expect others to act toward me:

| will respect others’ work and property and will not access, copy, remove or otherwise alter any
other user’s files, without the owner’s knowledge and permission

| will be polite and responsible when | communicate with others, | will not use strong, aggressive
or inappropriate language and | appreciate that others may have different opinion

| will not take or distribute images of anyone without their permission

| recognise that the school has a responsibility to maintain the security and integrity of the technology
it offers me and to ensure the smooth running of the school:

| will only use my own personal devices (mobile phones/laptop/tablet etc.) in school if | have
permission to do so. | understand that, if | do use my own devices in the school, | will follow the
rules set out in this agreement, in the same way as if | was using school equipment

| understand the risks and will not try to upload, download or access any materials which are
illegal or inappropriate or may cause harm or distress to others, nor will | try to use any
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programmes or software that might allow me to bypass the filtering/security systems in place to
prevent access to such materials

| will immediately report any damage or faults involving equipment or software, however this
may have happened

| will not open any links in emails or any attachments to emails, unless | know and trust the
person/organisation who sent the email, or if | have any concerns about the validity of the email
| will not install or attempt to install or store programmes of any type on any school device, nor
will | try to alter computer settings

When using the internet for research or recreation, | recognise that:

| should ensure that | have permission to use the original work of others in my own work
Where work is protected by copyright, | will not try to download copies (including music and
videos)

When | am using the internet to find information, | should take care to check that the information
that | access is accurate, as | understand that the work of others may not be truthful and may
be a deliberate attempt to mislead me

Before using Al tools, | will check with my teacher that it's OK to do so

| will refer to and follow the JCQ Guidelines on the use of Al in Assessments

| understand that | am responsible for my actions, both in and out of school:

| understand that the school has the right to take action against me if | am involved in incidents
of inappropriate behaviour, that are covered in this agreement, when | am out of school and
where they involve my membership of the school community (examples would be online-
bullying, use of images or personal information)

| understand that if | fail to comply with this acceptable use agreement, | may be subject to
disciplinary action. This could include loss of access to the school network/internet, detentions,
suspensions, contact with parents and in the event of illegal activities involvement of the police

Please complete the sections on the next page to show that you have read, understood and agree to

the rules included in the acceptable use agreement. If you do not sign and return this agreement,

access will not be granted to school systems and devices.
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Acceptable Use Policy Form — KS3, KS4 and KS5

This form relates to the learner acceptable use agreement; to which it is attached.

Please complete the sections below to show that you have read, understood and agree to the rules
included in the acceptable use agreement. If you do not sign and return this agreement, access will
not be granted to school systems.

| have read and understand the above and agree to follow these guidelines when:

e | use the school’s systems and devices (both in and out of school)

e | use my own devices in the school (when allowed)

e | use my own equipment out of the school in a way that is related to me being a member of this
school e.g. communicating with other members of the school, accessing school email, Microsoft
365, Google Workspace, etc.

Name of Student:

Form:

Signed:

Date:

Parent/Carer Countersignature:

Parent/Carer Name:

Date:
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Acceptable Use Policy for Adults

This policy should be read in conjunction with the Data Protection Policy, Online Safety Policy and
the Staff Code of Conduct which can be found here: https://www.horncastleeducationtrust.org/Policies/

Introduction:
This policy defines the expected behaviour of adults when using IT systems and services.

1. Applies to:

e Adults using trust IT equipment or services

e |T equipment and services operated by the trust or connected to equipment and services operated
by the trust, regardless of where such equipment of service is physically located

e Personal devices used on trust premises or while working on behalf of the trust

2. General principles:

e |T is intended to be used to support the work of the trust. It is not provided for personal use

e Our use of IT must always be such as would withstand scrutiny in our professional capacity. We
need to exercise our judgement accordingly

e Under no circumstances must our use infringe the law, incur financial or legal liability or otherwise
bring harm to the trust, our member schools, our reputation or our facilities

e We must always have due regard for the security and confidentiality of our data, wherever it is
stored. If we believe a breach has occurred, we must report it immediately

e Use of trust IT is monitored and logged

3. Sanctions for inappropriate use:

e Employees: Where a staff member misuses trust IT or misuses a personal device where the action
constitutes misconduct, the matter will be dealt with under the trust Disciplinary Policy.

e Governance: On any evidence provided of inappropriate behaviour and referring to the
Governance Code of Conduct, the matter will be referred to the Chair of the appropriate Board.
The individual may be asked to step down from their role

e lllegal conduct or actions: Will be reported to the police for further investigation

4. People must not:

e Access, create, store or transmit material that is indecent or obscene, or could cause annoyance,
offence or anxiety to others, such as material that:
o promotes discrimination of any kind, including material that promotes intolerance on the
basis of gender or sexual orientation
o promotes racial or religious hatred
o promotes illegal acts

o promotes drugs and substance abuse
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shows graphic portrayal of violence or self-endangerment

contains instructions for making weapons of violence or the sale of such weapons
infringes copyright or is unlawful

brings the name of the trust or our member schools into disrepute

0 O O O

Use trust facilities or equipment to run a private business or produce work for another employer.
Nor enter any personal transaction that involves the trust

Use issued equipment as a substitute home computer or allow other family members to do so
Reveal or publicise confidential or proprietary information; including, but not limited to; financial
records; personal information; databases or the information contained in them; issued computer
or network passwords; and business relationships

Bring unlicensed software from a previous employer into trust schools (please ensure that you
discuss obtaining the software legitimately with your line manager.)

Bring documents containing personal data on people from a previous employer into the trust - this
is a criminal offence

Connect unauthorised equipment to trust networks

Attempt to circumvent network or system security

Intentionally interfere with the normal operation of trust systems or networks; including the
propagation of malware and sustained high volume network traffic that may substantially hinder
others in their use of the network

Delete, turn off, reboot or otherwise tamper with computer-related evidence of a security incident
or data breach. All evidence should be left intact pending investigation

Use photos of people without their (or their parents/carers, in the case of students) explicit consent

. People must:

Report any actual or suspected security breaches; disclosure of confidential or personal
information or any inappropriate content suspected to be on or accessible via trust networks
Take care of issued equipment and not leave it unattended in insecure locations

Report any damage to equipment promptly

Ensure laptops, tablets, phones, USB sticks and other portable data media (barring SD cards for
use in cameras) are encrypted. This includes personal devices used to access work email

Use Multi-Factor Authentication (MFA) where it is made available

Staff members must ensure that their work device is secure, and password protected and that
they do not share their password with others. They should take all reasonable steps to ensure the
security of their work device when using it outside school, including travelling to and from work. All
portable devices (phones, tablets, laptops, USB sticks etc.) used by staff to access or store work
data must be encrypted and be protected with a password, PIN or other identifier (such as
biometric) to access device contents

Lock their device when leaving it unattended

Not use personal email or file storage for trust communications or data

Remember that the communications they send and documents they create may be subject to
Freedom of Information or Subject Access Requests

. Filtering and monitoring:

Internet: For the safety of adults and students, the trust filters and logs all Internet use. Logs are
kept for up to six months and are automatically checked on a weekly basis for inappropriate activity
and to prevent overzealous filtering

Email: Email judged to be spam; inappropriate; malicious or with executable content or odd
attachments will be quarantined. Emails can be unblocked by contacting IT.
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e Network: In line with good practice and conforming to the requirements of the Data Protection Act
2018, the trust monitors school networks to ensure a stable network environment and help us fix
problems before they become major issues

e People: the trust may monitor and audit people's use of IT to promote good practice and ensure
people comply with policies. Trust safeguarding teams are alerted to potentially inappropriate
content and activities and may request further investigation if necessary. Any investigation will be
done in conjunction with HR to ensure we comply with our own policies

7. Access to otherwise inappropriate content for educational use:

e The trust recognises that in certain planned curricular activities, access to otherwise inappropriate
topics may be beneficial for educational use (for example: during PSHE lessons). Any such
activities should be pre-planned in conjunction with IT so that system restrictions do not hinder
teaching and the request can be recorded for IT safeguarding the audit trail

8. Feedback

If you have queries about anything in this policy, you can:

- contact HR at hr@horncastleeducationtrust.org
- contact IT at itsupport@horncastleeducationtrust.org

| have read, understood and agree to follow the Acceptable Use Policy for Adults:

Signature:

Name:

Date:
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Student Bring Your Own Device (BYOD) Policy

General information:

Access to the wireless network with any device is filtered. Access from a personal device is limited to
Internet use. Access to the wireless network is a privilege, not a right, and involves personal
responsibility and compliance with all school rules, including the Acceptable Use Policy. The use of
the network allows IT and safeguarding staff to conduct investigations regarding inappropriate
Internet use at any time, by teacher request or for other reasons deemed appropriate by the school.

Guidelines for use:

e Use of personal devices during the school day is at the discretion of staff. Students must use
devices as directed by their teacher.

e The primary purpose of the use of personal devices at school is educational.

e The use of a personal device is not to be a distraction in any way to teachers or students.
Personal devices must not disrupt a class in any way.

e Students will not attempt to circumvent the school’s network security and/or filtering policies.

Consequences for misuse/disruption (one or more may apply):

e Access to the wireless network will be removed.

e The student will not be allowed to use personal devices at school.

e Misuse of Internet capable devices is regarded as a serious offence within the school Behaviour
Policy and will be dealt with accordingly.

Liability statement

Students bring their devices to use at school at their own risk. Students are expected to act
responsibly with regards to their own device, keeping it up to date and as secure as possible. It is
their duty to be responsible for the upkeep and protection of their devices. The school cannot
guarantee the compatibility of all devices with the school network.

The school is in no way responsible for:

e Personal devices that are lost, broken or stolen while at school or during school-sponsored
activities.

e Maintenance or upkeep of any personal device (keeping it charged, installing updates or
upgrades, fixing any software or hardware issues).

| have read, understood and accept the terms of the school Bring Your Own Device (BYOD) Policy.

Student Signature:

Name:

Date:
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