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1. Introduction and aims 

At Banovallum School we recognise that mobile devices, including smart devices, are an 
important part of everyday life for our pupils, parents and staff, as well as the wider school 
community. In line with government guidance, there is the expectation that Banovallum School 
should be a mobile phone-free environment by default. 

Our policy aims to: 

 Promote, and set an example for, safe and responsible device use 

 Set clear guidelines for the use of mobile devices for pupils, parents and volunteers 

 Support the school’s other policies, especially those related to child protection, relationships 
and behaviour 

This policy also aims to address some of the challenges posed by mobile devices in school, 
such as: 

 Risks to child protection 

 Data protection issues 

 Potential for lesson disruption 

 Risk of theft, loss, or damage 

 Appropriate use of technology in the classroom 

For the purposes of this policy, a mobile device could be any of the following but not limited to: 

 Smart phone  

 Mobile phone 

 Smart watch 

 Tablet 

 Headphones/AirPods 

 Smart glasses 

 Devices with cellular or internet capacity 

 

2. Relevant guidance 

This policy meets the requirements of the Department for Education’s 2026 guidance on mobile 
phones in school. Further guidance that should be considered alongside this policy is Keeping 
Children Safe in Education and behaviour in schools. 

 
3. Roles and responsibilities 

Staff 

All staff (including teachers, support staff, and supply staff) are responsible for enforcing this 
policy. 

Volunteers, or anyone else otherwise engaged by the school, must alert a member of staff 
if they witness, or are aware of, a breach of this policy. 



 
 

Banovallum School Mobile Device Policy 2026-2027       3  

The Headteacher is responsible for monitoring the policy every year, reviewing it, and holding 
staff and pupils accountable for its implementation. 

Staff should not use their own mobile device for personal reasons in front of pupils throughout 
the school day. It is, however, appropriate when necessary for a staff member to use a mobile 
phone or similar device for use of multi-factor authentication and accessing school-related 
apps whilst away from a classroom base or on a school trip.  

 

4. Use of mobile devices by pupils 
 

 From arriving on site, until leaving site at the end of the school day, pupils must turn off 
mobile phones and other smart technology with similar functionality. 

 Mobile devices must be put away in the pupil’s bag or placed in a pupil locker. Mobile 
phones cannot be stored in blazers or pockets. 

 Mobile devices must not be taken out of the bag/locker until leaving the school site at the 
end of the day under any circumstances. This includes when pupils are in attendance to any 
after-school activity. 

 Mobile devices must not be used for home-school communication unless a pupil has been 
specifically directed by a member of staff in an exceptional circumstance.  

 
Exceptional circumstances: 
 
In certain exceptional circumstances, in line with the Equality Act 2010, adjustments may be 
made for some pupils. Any such adjustment must be granted by the relevant member of staff. 
 

 Supporting a pupil with their medical condition where monitoring involves use of a mobile 
phone. For example, pupils with diabetes might use continuous glucose monitoring with a 
sensor linked to their mobile phone to monitor blood sugar levels. Medical permissions will 
be granted by the SENCO or their deputy.  

 In Photography lessons, pupils are permitted to use their mobile phone under the direction of 
the class teacher for the taking of photographs. When engaged in such activity, pupils will 
wear a lanyard clearly identifying that they are permitted to use their mobile phone. 
Permissions for this activity will be granted by art and photography teachers.  

 Emergency contact with home at the end of the school day if there are any issues with 
transport delays / cancellations. Permission would be granted by the staff on duty or those 
notifying pupils of the delay.  

 When it is directed that a device can be brought into school on a specific date to set up an 
app such as the DfE’s Digital Education Record. Permission for this activity will be granted 
by a senior teacher.  

 At times of family deployment (services children). The terms of use having been pre-agreed 
with a senior teacher or our Forces Champion.  

 

5. Use of mobile devices by pupils on trips and visits 
 
On school trips and visits, more specific guidance will be issued by the member of staff 
responsible for the activity as mobile phone use may vary depending on the nature of the visit. 
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General approaches would usually be that: 

 Mobile devices may be used when permission is granted by the member of staff whilst 
travelling to and between venues. 

 Mobile devices should be switched off and placed in bags when arriving at venues and 
engaging in specific trip activities. 

 Mobile devices may be used to contact parents/carers to inform of arrival time back at the 
school site should there be any unexpected delays. 

 On residential visits, mobile devices may be permitted during any allocated recreational time. 
Trip leaders will always have the final say in any such arrangements.   

 

6. Sanctions 
 
Banovallum School operates a ‘See it – Hear it – Lose it’ approach, which means: 
 
 If a pupil is found using a mobile device, or other smart technology with similar functionality 

(including the device being heard whilst stored in a bag), or where there is evidence of one 
being used to make contact with home, it will be confiscated. 

 Confiscated mobile devices will be taken to the main office and stored securely until the end 
of the school day. 

 If a mobile device is confiscated during period 5, or during an after-school activity it will be 
retained by the supervising teacher and returned at the end of the session. 

 As well as the confiscation of the device, there will be further consequences at each 
confiscation. 

 
Confiscation Consequence 

1 Mobile device confiscated. Logged on Bromcom and pastoral detention. 
2 Mobile device confiscated. Logged on Bromcom and after-school detention. 
3 Mobile device confiscated. Logged on Bromcom, and the student spends 1 

day in isolation. Parents / carers contacted directly. Device to be handed in 
to the main office for a specified period. 

4 Mobile device confiscated. Logged on Bromcom. Meeting with 
parents/carers to discuss potential further consequences. 

 

Where a student is persistently having a mobile device confiscated, it will not be returned to 
them and a member of the leadership team will make contact with parents/carers for them 
to collect the mobile device. 

Headteachers are backed by DfE to confiscate mobile devices and similar devices, if they 
consider it appropriate, for whatever length of time they deem proportionate. 

Should a student refuse to submit their device to a member of staff if being confiscated, this 
will be dealt with as ‘defiance’ in accordance with the Trust’s behaviour and relationships 
policy and appropriate sanctions will be issued accordingly. 

 

7. Searching pupils and devices 

Headteachers, or staff they authorise, have a statutory power to search a pupil or their 
possessions where they have reasonable grounds to suspect that the pupil is in possession of 
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a prohibited item as set out in legislation or any item identified in the school rules as an item 
that may be searched for. Mobile devices and similar devices are items that may be searched 
for in the Trust’s relationships and behaviour policy. In addition, mobile devices may be 
searched if there are grounds to suspect they contain any of the following: 

 Images or video taken on the school site 

 Images or video taken whilst travelling to and from the school site 

 Images or video taken of members of staff, including taken from public 
platforms e.g. the school YouTube channel or social media feed 

 Photos or images taken on the school site which have been shared or sent on 

 Unpleasant content or voice memos which might be used to name-call or bully others 

 Content which is used to harass 

Mobile device searches must be sanctioned by the Headteacher, Deputy Headteacher or those 
deputising for them.  

Any files recorded or exported from student devices during an investigation will be stored 
securely, retained for the duration of the investigation, and then disposed of securely. For 
further information please see: 

https://www.horncastleeducationtrust.org/docs/policies/trust-wide/Data_Protection_Policy.pdf  

as a source of further information. 
 
8. Reporting Concerns 

The school will investigate concerns which are reported appropriately. This should be done 
in the following way: 

 Pupils who have concerns about how a peer may have been using a device should 
speak to a member of the Student Support Team or a trusted adult. 

 Parents who have concerns about inappropriate content should report the issues to the 
School Office, for the attention of the Student Support Team. 

 Staff members who have concerns should follow the organisation’s safeguarding 
protocols. 

Certain types of conduct, bullying or harassment which involves mobile devices can be 
classed as criminal. The school takes such issues seriously and will involve the police/other 
agencies as necessary. Such conduct includes but is not limited to: 

 Sexting – consensual and non-consensual sharing of nude or semi-nude images or 
video 

 Upskirting 

 Threats of violence or assault 

 Abusive calls, videos, social media posts or texts directed at someone on the basis of 
someone’s 
gender, ethnicity, religious beliefs or sexual orientation 
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9. Use of mobile devices by parents, volunteers, and visitors 

Parents, visitors, and volunteers (including governors and contractors) must adhere to this 
policy as it relates to staff if they are on the school site during the school day. 

This means: 

 Not taking pictures or recordings of pupils, unless it’s a public event (such as a school 
fair), or of their own child 

 Using any photographs or recordings for personal use only, and not posting on social media 
without consent 

 Not using devices in lessons, or when working with pupils 

Parents, visitors, and volunteers will be informed of the rules for mobile device use when 
they sign in at reception or attend a public event at school. 

Parents or volunteers supervising school trips or residential visits must not: 

 Use their device to make contact with other parents 

 Take photos or recordings of pupils, their work, or anything else which could identify a pupil 

Parents or volunteers supervising trips are also responsible for enforcing the school’s 
policy for pupils using their devices, as set out in section 4 above. 

Parents must use the school office as the first point of contact if they need to get in touch 
with their child during the school day. They must not try to contact their child on their 
personal mobile during the school day. 

 
 

10. Loss, theft, or damage 
The school accepts no responsibility for mobile devices that are lost, damaged or 
stolen on school premises or transport, during school visits or trips, or while pupils 
are travelling to and from school. 

Pupils must secure their devices as much as possible, including using passwords or pin 
codes to protect access to the device’s functions. Staff must also secure their personal 
devices, as well as any work device provided to them. Failure by staff to do so could result in 
data breaches. 

Parents and pupils access the school policy on the Horncastle Education Trust’s website. 

Lost devices should be returned to the school office. The school will then attempt to contact 
the owner. 

11. Monitoring and review 
The school is committed to ensuring that this policy has a positive impact on pupils’ 
education, behaviour and welfare. When reviewing the policy, the school will consider: 

 Feedback from parents and pupils 

 Feedback from teachers 
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 Records of behaviour and safeguarding incidents 

 Discussions with senior leaders about policy and procedures at other local school settings 

 Relevant advice from the Department for Education, the local authority or other relevant 
organisations 
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Appendix 1: Code of conduct for pupils 

 
You must obey the following rules if you bring your mobile device to school: 

 
1. Mobile phones and other smart technology must be turned off and in your school 

bag from arriving on school site, until you have left site at the end of the day. 

2. If you choose to store your device in your locker then this must be done upon 
arrival and only collected at the end of the school day or any extra-curricular 
activity. 

3. Devices must be switched off (not just put on ‘silent’). 

4. You must comply with directions made by a member of staff to switch off, or submit, a 
device. Refusal to comply is a breach of the school’s behaviour policy and will be dealt 
with accordingly. 

5. Mobile devices are not permitted in any internal or external exam or test 
environment. If you have a mobile device, you will be asked to ensure it remains 
stored appropriately, or submit it to an exam invigilator, before entering the test 
room. Bringing a device into the test room can result in your exam being declared 
invalid. 
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Appendix 2: To view further applicable School and Trust policies please follow the link below: 
 

 
https://www.horncastleeducationtrust.org/Policies/ 
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Appendix 3: Statutory guidance for dealing with electronic devices 

Extract taken from the document, Searching, screening and confiscation: Advice for 
Headteachers, school staff and governing bodies (January 2018). The full document can 
be found here: 

 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_d ata/file/674416 

 Where the person conducting the search finds an electronic device that is prohibited 
by the school rules or that they reasonably suspect has been, or is likely to be, used 
to commit an offence or cause personal injury or damage to property, they may 
examine any data or files on the device where there is a good reason to do so. 

 They may also delete data or files if they think there is a good reason to do so, unless 
they are going to give the device to the police. This power applies to all schools and 
there is no need to have parental consent to search through a young person’s mobile 
phone if it has been seized in a lawful ‘without consent’ search and is prohibited by the 
school rules or is reasonably suspected of being, or being likely to be, used to commit 
an offence or cause personal injury or damage to property. 

 The member of staff must have regard to the following guidance issued by the 
Secretary of State when determining what is a “good reason” for examining or erasing 
the contents of an electronic device: 

 In determining a ‘good reason’ to examine or erase the data or files the staff member 
should reasonably suspect that the data or file on the device in question has been, or 
could be, used to cause harm, to disrupt teaching or break the school rules. 

 If an electronic device that is prohibited by the school rules has been seized and the 
member of staff has reasonable grounds to suspect that it contains evidence in relation 
to an offence, they must give the device to the police as soon as it is reasonably 
practicable. Material on the device that is suspected to be evidence relevant to an 
offence, or that is a pornographic image of a child or an extreme pornographic image, 
should not be deleted prior to giving the device to the police. 1 

 If a staff member does not find any material that they suspect is evidence in relation 
to an offence and decides not to give the device to the police, they can decide whether 
it is appropriate to delete any files or data from the device or to retain the device as 
evidence of a breach of school discipline. 

 All school staff should be aware that behaviours linked to sexting put a child in danger. 
Governing bodies should ensure sexting and the school’s approach to it is reflected in 
the child protection policy. The UK Council for Child Internet Safety 14 (UKCCIS) 
Education Group has recently published the advice - sexting in schools and colleges 
- responding to incidents and safeguarding young people 

 Also note: Teachers should also take account of any additional guidance and 
procedures on the retention and disposal of items that have been put in place by the 
school. 

 

1 Section 62 of the Coroners and Justice Act 2009 defines prohibited images of children. Section 63 of the 
Criminal Justice and Immigrations Act 2008 defines extreme pornographic images. 



 
 

Banovallum School Mobile Device Policy 2026-2027       11  

Appendix 4: Template mobile device information slip for visitors 

Place a copy of this on the window in the main office. 
 

Use of mobile devices in our school 
 Please keep your mobile device on silent/vibrate while on the school grounds 

 Please do not use devices where pupils are present, this includes in our main 
reception. If you must use your device, you should do so in either a meeting room or 
in the staffroom. 

 Do not take photos or recordings of pupils or staff 

 Do not use your device in lessons, or when working with pupils 

The school accepts no responsibility for devices that are lost, damaged or stolen while you 
are on the school grounds. 

A full copy of our mobile device policy is available on the Horncastle Education Trust’s website. 


